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NHO®OPMALIMOHHAA [TAMATKA
JUIA OBYUAIOIINXCA 1JIA PASMEILEHUA
HA OOUIIMAJIBHBIX UHTEPHET-PECYPCAX

C KaxIpIM TOJOM MOJIOACKU B HUHTEPHETE CTAHOBUTHCA OOJIblIE, a
IIKOJIbHUKM OJIHM W3 CaMbIX AaKTHUBHBIX IOJb30BaTenel Pynera. Mexnmy Tem,
MOMUMO OTPOMHOIO KOJMYECTBa BO3MOXHOCTEH, UHTEPHET HECET U MPOOJIEMBI.
Ota naMATKa J0JKHA TOMOYb Te0e 6e30IacHO HaXOAUThCS B CETH.

KomrmbroTepHsie BUPYCHI

KoMIbroTepHBIli BUPYC - 3TO Pa3HOBUIHOCTH KOMIIBIOTEPHBIX IIPOrpamw,
OTIIMYUTENBHONU 0COOEHHOCTBIO KOTOPOU SIBISIETCS CLIOCOOHOCTh K Pa3MHOXKEHUIO.
B nonosiHeHHE K 3TOMY, BUPYChl MOTYT MOBPEIUThH WM MOJHOCTHIO YHUYTOXKHUTH
BCe (pailsibl U JaHHBIE, OJKOHTPOJbHBIE NOJIB30BATENI0, OT UMEHH KOTOPOTO ObLIa
3almynieHa 3apaKeHHasi Mporpamma, a TaKKe MOBPEIUTh WM AK€ YHUYTOXKHUTh
ONEpPallMOHHYIO CHCTEMY CO BCeMHU (paiiamu B LeIOM. B OOJIBIIMHCTBE CilydaeB
pacupoCTPaHsIOTCSI BUPYChl UEPE3 UHTEPHET.

MeToabl 3aIUThl OT BPEAOHOCHBIX TPOrPAMM:

1. Hcnone3y#i COBpPEMEHHBIE OIEPAMOHHBIE CHCTEMBI, HMEIOIINE
CEPbE3HBII YPOBEHB 3alIUTHI OT BPELOHOCHBIX IIPOIPAMM,;

2. [locTosiHHO ycTaHaBiAMBail ma4yTH (UUQPPOBBIE 3aIIaTKH, KOTOPHIC
ABTOMATHUYECKH YCTAHABJIMBAIOTCA C IEJbI0 JOPAOOTKH TPOTpaMMbl) U ApPyTHe
OOHOBJICHUSI CBOEW omepanmoHHOW cucteMbl. CkauMBailT WX TOJNBKO C
opurmanpHoro  caiita paspaborumka OC. Ecnum cymiectByeT — pexum
aBTOMATUYECKOT0 OOHOBJIEHUS, BKIIFOUH €T0;

3. PaboTait Ha cBoeM KOMIIBIOTEpE TIOJ TpaBaMH IIOJb30BaTEIsA, a HE
aIMUHUCTpATOpa. OTO HE IMO3BOJUT OOJBIIMHCTBY BPEJOHOCHBIX MPOrpaMMm
WHCTAJNIMPOBATHCS HA TBOEM NEPCOHATILHOM KOMIIBIOTEPE;

4. cionp3yil  aHTUBUPYCHbIE NPOrPAMMHBIE  MPOIYKTHI  M3BECTHBIX
MPOU3BOIMTEIIEH, C aBTOMAaTHUYECKUM OOHOBIIEHUEM 0a3;

5. Orpannub pU3NYECKUN JOCTYI K KOMIIBIOTEPY AJISI TIOCTOPOHHUX JIUIL;

6. Vcronb3yit BHENMIHUE HOCUTETW WH(MOpMAIUKU, Takue Kak (Quielka, JUCK
uiy (aitn U3 MHTEPHETA, TOJIBKO U3 TIPOBEPEHHBIX NCTOYHUKOB,;

7. He oTkpbIBali KOMIbBIOTEpHBIC (haiiiibl, MOJTYYCHHBIE W3 HEHAJICKHBIX
UCTOYHUKOB. Jlake Te (pailyibl, KOTOpHIE MpUCIaT TBOM 3HAKOMBIH. Jlydrie yrounu
y HETo, OTIPABJISUI JIU OH TeOe uX.

Cern WI-FI

Wi-Fi - 310 He BUJ epenayn JaHHBIX, HE TEXHOJIOTHS, a BCETO JIUIIL OPEHI,
mapka. Eme B 1991 roay HuaepiaHickass KOMIIAHUS 3aperucTpupoBaiia OpeH.
«WECA», uto o6o3nayano cinoBocoueranue «Wireless Fidelity», koropsrii
NEePEeBOAUTCS KaK «OecpoOBOAHAS TOUHOCTD.



Jlo Hamrero BpeMeHH JIoIuIa apyras abbpeBuarypa, KOTopas sSBISICTCS TaKOU
e TexHojoruen. Ito abbpeBmarypa «Wi-Fi». Takoe Ha3BaHue ObUIO JaHO C
HAMEKOM Ha CTaHIapT BbICIICH 3BykoBoW TexHuku Hi-Fi, yto B mepeBoze
O3HAYaeT «BBICOKASI TOYHOCTHY.

Ja, OecryaTHBIM MHTEPHET-AOCTYN B Kade, OTesIX U adporopTax sBISAETCS
OTJIMYHOM BO3MOKHOCTBIO BBIXOJla B MHTEpHET. HO MHOTrMe 3KcnepThl CUHTAIOT,
gT0 obmeaoctynHbie Wi-Fi ceTu He sBisitoTcst 6€30macHbIMU.

CogeTsl 10 0€301acHOCTH Pa0OTHI B 00MIEIOCTYMHBIX ceTsx Wi-fi:

1. He nepenasaii cBoro InuHyto nHpopMarmro gepe3 odmienoctynasie Wi-Fi
cetu. PaboTas B HUX, JKeJIaTeJIbHO HE BBOJAUTH MapoJiv JOCTYIA, JIOTUHBI U KaKue-
TO HOMEPA;

2. Ucnonb3yit 1 0OHOBISII aHTUBUPYCHBIE MPOTPaMMbI B Opanamayep. Tem
CaMbIM ThI 00€30MacHIllb ce0s OT 3aKaYKK BUPYyca Ha TBOE YCTPONCTRO;

3. Ilpu ucnonn3zoBanun Wi-Fi oTkmoun ¢yHkuuio «OOmuUi g0cTynm K
daiinam u mpuHTepam». [laHHas QyHKIUS 3aKpbiTa 1O yMOJYAHUIO, OIHAKO
HEKOTOpbIE MOJIH30BATEIN aKTUBUPYIOT €€ JUIsl yI00CTBA UCIIOIB30BaHUS B paboTe
WM y4eoe;

4. He wucnons3yii nyOnaumunbii WI-FI s mepepaum JTMYHBIX JaHHBIX,
HaIpuMep, ISl BBIXOJIa B COLUAIIBHBIE CETH WM B 3JIEKTPOHHYIO MOUTY;

5. Mcnonb3y#t TOJIbKO 3amuiineHHoe coeaunenue uepe3 HTTPS, a ne HTTP,
T.€. Ipu Habope BeO-aipeca BBOAM UMEHHO «https://»;

6. B moOunsHOM Tenedone otkmoun (yHkiuio "Tlogkmouenne k' Wi-Fi
apTomatnuecku'". He nomyckali aBTOMAaTMYECKOTO MOJKIIOUYEHUS YCTPOWCTBA K
cetssim Wi-Fi 6e3 TBoero cornacus.

CormanbHbie ceTH

CoumasibHbI€ CETH aKTUBHO BXOJIAT B HAIIly KW3Hb, MHOTHE JIFOAU PaObOTAIOT
U KUBYT TaM TMOCTOSIHHO, a B Facebook ye 3apeructpupoBaH MIIITHAP]T YETOBEK,
YTO SIBJISIETCA OJHOW CEIBbMOM BCEX JKUTEJEH IUIaHEThl. MHOTHE NOJIB30BATENIA HE
MOHUMAIOT, YTO MH(OpMAIMs, pa3MEIIeHHas UMU B COIIMAJIBHBIX CETSIX, MOXKET
ObITh HalJileHa W WCIOJIb30BaHA K€M YTOJHO, B TOM YHCJIE€ HE 0053aTeIbHO C
OJlaruMu HAMEPEHUSIMU.

OcHOBHBIE COBETHI IO 0€30MACHOCTH B COITMATBHBIX CETSIX:

1. Orpannyb crucok apy3ed. Y TeOs B Jpy3bsiX HE JOKHO OBITh
CJIyYaWHBIX U HE3HAKOMBIX JIFOJEH;

2. 3amMinai CcBOIO YacTHYK >ku3Hb. He ykaspiBall mapoisu, TenedoHbI,
aapeca, JaTy TBOErO0 POXACHUA H  JAPYIyH0 JUYHYI0  HHGOpMAaIHUIO.
3JI0YMBIIIUICHHUKH MOTYT UCIIOJB30BaTh Jaxe WHPOPMAITHIO O TOM, KaK Thl U TBOU
POAUTENH TUTAHUPYETE MPOBECTH KAHUKYJIBI;

3. 3amuinail CBOIWO pemyTaluio - JACPKU €€ B YUCTOTE W 3ajaBail cebe
BOIPOC: XOTEN ObI ThI, YTOOBI APYTHUE MOIB30BATEIN BUICTH, YTO ThI 3arpyKaelb?
[Toxymaii, mpesk/ie 4eM 4TO-TO OMyOJIUKOBATh, HAIMUCATH U 3aTPy3UTh;

4. Ecnu ThI TOBOPHIIB C JIFOAbMH, KOTOPBIX HE 3HAElIb, HE UCIOJIb3Yil CBOE
peasbHOE MMS U JPYTYIO JUYHYI0 WH(MOPMAIMU: UMS, MECTO JKHTEIIbCTBA, MECTO
yueObl U TIpoUee;



5. U3berait pazmemenus ororpaduii B IHTEpHETE, T/I€ THI N300paXkeH Ha
MECTHOCTH, I10 KOTOPOU MOKHO ONPEAEIUTH TBOE MECTOIOIOKEHUE;

6. [Ipu peructpanu B COIUAIBHOM CE€TH HEOOXOJAUMO UCIOJIb30BaTh
CJIOHBIE TAPOJIH, COCTOSIIUE U3 OYKB U LUGP U C KOJUYECTBOM 3HAKOB HE MEHEE
8;

7. lns couMalbHOM CceTH, TMOYThl M JAPYrHMX CalTOB HEO0OXOIUMO
UCII0JIb30BaTh pa3Hble maposu. Toraa eciu Tedsi B3JIOMAIOT, TO 3T0YMBIIIIEHHUKU
IIOJTy4aT JOCTYII TOJBKO K OJTHOMY MECTY, a HE BO BCE Cpa3y.

DJIIEKTPOHHBIE JICHbI U

DNEeKTPOHHBIE JEHBIU - 3TO OYEHb YAOOHBIM CMOCOO IIATEKEW, OJHAKO
CYILIECTBYIOT MOIIIEHHUKU, KOTOPBIE XOTAT MOJYUYUTh 3T JICHBIH.

DNEeKTPOHHBIE IEHBI'M MOSIBUIIMCh COBCEM HEJABHO M UMEHHO M3-3a 3TOrO BO
MHOTMX T'OCYyAapCTBax A0 CHX IOP HE MPOIMKUCAHO PO HUX B 3aKOHAX.

B Poccuu sxe oHU (QYHKIIMOHUPYIOT U O HUX YK€ MPOMHUCAHO B 3aKOHE, TJIe
WX pa3AeNsilOT Ha HECKOJIbKO BUIOB - aHOHMMHBIE U HE aHOHMMHbIE. Pa3Huna B
TOM, YTO aHOHMMHBIE - 3TO T€, B KOTOPBIX pa3peliaeTcs NpoBOIUTh onepauuu 0e3
UJeHTU(UKAIINY TT0JIH30BATENs], @ B HEAHOHUMHBIX UICHTU(UKAIIMS TOIB30BaATEIs
SBIISIETCS 00SA3aTEIBHOM.

Taxke cruemyer pas3nuyaTh dJEKTPOHHBIE (UaTHBIE JEHBIU (paBHBI
rOCyJapCTBEHHBIM BaJIOTaM) M DJIEKTPOHHbIE He(dUaTHBIE JCHBIM (HE PaBHBI
rOCyJapCTBEHHBIM BAJIIOTaM).

OcHOBHBIE COBETHI IO 0€30MacCHON padOTE C NEKTPOHHBIMU JIEHbAMU:

1. IlpuBsoku K cyeTy MOOWIBbHBIA TeneoH. DTO camblid yHOOHBIM U
OBICTPBI CMOCOO BOCCTAHOBUTH JOCTYN K cuety. IlpuBsizannsiii TenedoH
MOMOJKET, €ciau 3a0ynelllb CBOW IUIATEXHBIM Mapoib WIM 3aijellb Ha CalT C
HE3HAKOMOT'O YCTPOMCTBA;

2. Ucnionb3yit onHOpa3oBbie mapoiu. llocime mepexoma Ha YCUIICHHYIO
aBTopu3aIuio Tebe yke He OyneT yrpokaTh OMACHOCTh KpPakKH WJIM TepexBaTa
MJIATEKHOTO MaAPOJIS;

3. BriGepu crnoxusiii mapons. [Ipectymuukam OyaeT HE MPOCTO yrajaaTh
CJIOKHBIN Naposib. HagesxHble mapoJid - 3TO Mapoju, KOTOPbIE COAEPKAT HE MEHEE
8 3HAKOB W BKIIOYAIOT B Ce€OS CTPOYHBIE M MPOIMUCHBIE OYKBBI, HUPPHI H
HECKOJIbKO CMBOJIOB, TaKME KaK 3HAK JI0JUIapa, (pyHTa, BOCKIMIIATENILHBIN 3HAK U
T.11. Hammpumep, $tROng!;

4. He BBOIM CBOM JIMYHBIE JaHHBIE HA CaliTaX, KOTOPBHIM HE JOBEPSICILIb.

DJIEKTPOHHAs TT0YTa

DJIEKTPOHHAS IMOYTa - 3TO TEXHOJOTUS U MPEIOCTABIIIEMBIE €0 YCIYTH I10
NEPECHUIKE U MOJTYUYEHHUIO AJIEKTPOHHBIX COOOIIEHUI, KOTOPhIE paclpeaeatoTcs B
KOMIMBIOTEpHOU ceTh. OOBIYHO AJIEKTPOHHBIM TMOYTOBBIA SIIIUK  BBITJISIUAT
CIIEYIOIKM 00pa30oM: UMsI_T0JIb30BaTENsI(@UMs_JioMeHa. Takke KpoMme repeiadu
IPOCTOTO TEKCTa, UMEETCS BO3MOXKHOCTD MepeaBaTh (pailiibl.

OCHOBHBIE COBETHI IT0 OE30ITaCHOM pabOTe C IICKTPOHHOM MOUTOM:

1. Hago BBIOpaTh TpaBWUIIBHBIA TOYTOBBIM CEpBHC. B WHTEpHETE €CTh
OTPOMHBIN BBIOOP OECTIATHBIX MOYTOBBIX CEPBUCOB, OJHAKO JIYUIIIEe TOBEPSThH TEM,
KOTO 3HAeIllb U KTO NIEPBBIM B PEUTUHIE;



2. He yka3biBaii B TMYHOM moYTe JIW4YHYI0 HHPopManuio. Hampumep, mydie
BBIOpaTh «MY3bIKAJIbHBIA (paHaT@» uimm «pok2013» BMecTo «temal3»;

3. Ucnonp3yil ABYXATanmHyl aBTOpH3allMi0. DTO KOrja MOMHUMO MapoJis
HY>KHO BBOJUTB KOJI, TIPUChUIAaEMBbII T0 SMS;

4. BeiOepu COXKHBINM Maposib. s Kaxa0ro Mo4YTOBOIO SIIMKA JIOJKEH OBbITh
CBOM HAJICKHBIN, YCTOMYHUBBIN K B3JIOMY apOJIb;

5. Ecim ecTth BO3MOXHOCTH HamucaTh CaMOMY CBOM JIMUHBIA BOIPOC,
WCIIOJIb3YH 3TY BO3MOXHOCTb;

6. Mcrionb3yii HECKOJBKO TIOYTOBBIX SIMUKOB. [lepBbIii 11 dacTHOM
NEPENUCKU C apecaTaMu, KOTOPbIM Thl JOBEPSACIIb. DTO 3JEKTPOHHBIA aJIpec He
HAJI0 UCTIOIH30BATh MPU PETUCTPAIMHN Ha OopyMaxX U CalTax;

7. He oTkpeiBail (ailnibl ¥ Ipyrue BIOXKEHHUS B MHUCbMAax, JaXKE €CIU OHH
NPUIUIM OT TBOUX Jpy3el. Jlyule yTouHM y HHMX, OTIPABISUIM JIM OHU T€OE ATH
(baisl;

8. [locne oxoHuaHus pabOTHl Ha IMOYTOBOM CEpPBHCE TMEpPE] 3aKPHITUEM
BKJIQJIKU C CAUTOM He 3a0y/1b HakKaTh Ha «BBIATHY.

KubepOymuiiHr unu BUPTyaabHOE U3JI€BATEIBCTBO

KubepOymiuar -  mpeciieqoBaHUE  COOONICHUSIMHU,  COJIEp KAIIUMHU
OCKOpOJIeHUS, arpeccuro, 3aIyTUBaHUE; XYJIUTaHCTBO; COIIMAJIbHOE
OOMKOTUPOBAHUE C TOMOIIBIO PA3IMYHBIX HHTEPHET-CEPBHUCOB.

OcHOBHBIE COBETHI 10 00pHOE ¢ KNOEPOYIITHHIOM:

1. He Opocaticsa B O0oi. JIyumunii cnoco6: mocoBeToBaThCs Kak ceOsl BECTH U,
€CJIM HET TOro, K KOMy MOKHO OOpaTUThCS, TO BHA4ajle YCIOKOUThCSA. Eciu Thl
HayHEIIb OTBEYATh OCKOPOJIEHUSIMU Ha OCKOpOJICHUS, TO TOJIBKO emle OoJibliie
pa30AOKeIb KOH(IIHKT;

2. Yupapnsi cBoel kubeppenyTauuei;

3. AHOHUMHOCTh B ceT MHHMas. CyIlecTBYIOT CIOCOOBI BBISICHUTB, KTO
CTOMUT 32 aHOHUMHBIM aKKayHTOM;

4. He cTouT BEeCTHM XYJIUTAaHCKUW 00pa3 BUPTyaJlbHOW Ku3HH. MHTEepHeT
(buKCUpyeT BCe TBOM JIEUCTBHS W COXpaHSIET UX. YJIUTh UX OyIeT KpaitHe
3aTPYJHUTEIIBHO;

5. Cobmro1ait CBOIO BUPTYAIbHYIO Y€CTh CMOJIOY;

6. UrHopupyii emuHuuHbIA HeraTuB. OJHOpPa30BBIE OCKOPOUTEIHHBIC
COOOIIeHHsT Jyd4llle WUrHopupoBath. OOBIYHO arpeccusi MpeKpamaercss Ha
Ha4yaJIbHOW CTAJHH,

7. ban arpeccopa. B mporpamMax oOMeHa MIHOBEHHBIMU COOOIICHUSIMU, B
COITMATILHBIX CETAX €CTh BO3MOXHOCTh OJIOKUPOBKH OTIIPABKH COOOIIEHUN C
ONPENIEIICHHBIX aJPECOB;

8. Ecnu ThI cBUneTeNb KMOEepOyuMHra. TBOU NEMCTBUS: BHICTYIUTh MPOTUB
npecieaoBaTens, MOoKa3aTh €My, YTO €ro JEWCTBUS OLEHUBAIOTCS HEraTUBHO,
MO/JIEPKaTh KEPTBY, KOTOPOM HYKHA TICUXOJOTHYECKas TOMOIb, COOOIIUTH
B3POCIBIM O (PaKTE€ arpeCCUBHOTO TIOBEICHHS B CETH.

MoobwunbHbI# Tenedon

CoBpeMeHHbIe CMapT(OHBI U TIIAHIIIETHI COJIEPXKAT B ceO€ BIOJHE B3POCIBIN
GyHKIIMOHAT, W TEMepb OHU MOTYT KOHKYPHUPOBaTh CO CTallMOHAPHBIMH



KoMmnbioTepamu. OHAKO, CPEACTB 3aLIUTHI JIJIsl TOJOOHBIX YCTPOUCTB MOKA OYEHBb
mano. TectupoBaHMEe M TIOUCK YA3BUMOCTEH B HHMX IPOUCXOJUT HE Tak
MHTEHCUBHO, Kak Juis [1K, To ke camoe kacaeTcss 1 MOOMIIbHBIX TPUIIOKEHUH.

CoBpemeHHbIE MOOWJIBbHBIE Opay3epbl yK€ MPaKTUUYECKH JIOTHAJM
HACTOJIbHBIE AHAJIOTH, OJHAKO pacuIMpeHue (QyHKIMOHAJIa BIJIEYET 3a COOOM
OO0JIBILIYIO CII0)KHOCTh U MEHBIIYIO 3aIUIIEHHOCTb.

Jlaeko He BCE€ MPOM3BOAMTENM BBITYCKAIOT OOHOBJIEHMS, 3aKPbIBAIOLINE
KPUTUYECKUE YSI3BUMOCTH ISl CBOMX YCTPOWCTB.

OCHOBHBIE COBETHI JJI 0€30MTaCHOCTH MOOUIILHOTO TesedoHa:

Hudero He sBnsercs mo-HacTosmeMy OecruiaTHbIM. Byas octoposkeH, Beab
Korja tebe mpenaraiT OecraaTHbI KOHTEHT, B HEM MOTYT OBbITh CKPBITHI KaKHe-
TO IUIATHBIE YCIYTH;

Hymaii, npexe uem oTnpaBuTb SMS, ¢oro uim Buaeo. Tel TOUHO 3HAEIIb,
r7ie OHU OyIyT B KOHEYHOM UTOTE?

Heo0xoa1umMo 0OHOBIATH ONEPALIMOHHYIO CUCTEMY TBOETO cMapT(hOHa;

Hcnonb3yit aHTUBHPYCHBIE TIPOIPAMMBI JIsI MOOMIIBHBIX TEJIE()OHOB;

He 3arpyaii mpwIoKeHUsI OT HEU3BECTHOIO MCTOYHUKA, BEb OHU MOTYT
COJIEPKaTh BPEIOHOCHOE ITPOrPaMMHOE 00ECTIEUEHHUE;

[Tocne Toro Kaxk Thl BBIIELIL C CaiiTa, IJIe BBOAWI JIMUYHYIO MHPOPMAIHIO,
3aiiiu B HACTPOMKHU Opay3epa u ynanu cookies;

[lepuonnuecku MpoBepsii, KAKUE MIIATHBIE YCIYTM aKTUBUPOBAHbI HA TBOEM
HOMEpE;

JlaBaii cBOll HOMEp MOOUJBHOTO TeleOHa TOJBKO JIOJASAM, KOTOPBIX ThI
3HACIllb U KOMY JIOBEpSEIb;

Bluetooth momkeH ObITH BBIKIIIOYEH, KOTZa Thl UM HE Moisb3yemibes. He
3a0bIBail MHOTIa TPOBEPATH 3TO.

Online urpsi

CoBpeMEHHBIE  OHJIAWH-UIPBI - 3TO  KPacOYHbIC, 3aXBaThIBAOLIUE
pa3BieUeHUsl, OOBEIUHAIONIME COTHU ThICSY 4YEJOBEK MO BceMy mupy. Urpoku
UCCIIEYIOT JaHHBIM UM MHp, OOLIAIOTCS APYr C JIPYrOM, BBIIOJHSIOT 3aJlaHus,
CPKAlOTCS C MOHCTPAaMHM W TOJY4YarOT ONBIT. 32 YIOBOJBCTBUE OHM ILJIATAT:
MOKYTAIOT JUCK, OIJIAYMBAIOT a0OHEMEHT WM IPUOOPETAIOT KaKHE-TO OIILUU.

Bce a1u cpeacTBa MAYT Ha NOAJAEPKAHUE U PA3BUTHE UI'PBI, & TAK)KE HA CaMy
0€30MacHOCTh: COBEPILICHCTBYIOTCS CUCTEMbl aBTOPU3ALIMH, BBITYCKAIOTCS HOBBIE
naTyu (LU@poBbIe 3aMIaTKU JUIsl IPOTPAMM ), 3aKPBIBAIOTCS YSI3BUMOCTH CEPBEPOB.

B 1nonoOHBIX Urpax CTOUT omacarbcsi HE CTOJIBKO CBOUX COIEPHUKOB,
CKOJIBKO Kpa)Xd TBOETO MapoJisi, Ha KOTOPOM OCHOBaHa CHUCTEMa aBTOPHU3ALMU
OOJBIIMHCTBA UTP.

OcHOBHBIE COBETHI IO 0€30MACHOCTH TBOETO UTPOBOTO aKKAyHTA:

1. Ecnmu npyroit urpok BeAeT ceds TUIOXO0 WM CO3/1aeT Tebe HEMPUSTHOCTH,
3a0JIOKUPYH €ro B CHUCKE UTPOKOB;

2. Tloxanyiicss aIMUHUCTpAaTOpaM WIPbl HAa IUIOXOE IIOBEJICHHE 3TOTO
UTPOKA, KENATEIBHO NPUIIOKHUTh KaKHE-TO J0Ka3aTeIbCTBA B BUJI€ CKPUHOB;

3. He yka3biBaiil muunyto nHGOpMaIuio B mpodaiise urpsl;

4. YBaxail Ipyrux y4aCTHUKOB I10 UTPE;



5. He ycTanaBnuBail HeopUIIMAIbHbIE TATYH U MOJIBI;

6. Mcrionb3yii CII0KHBIE U PA3HBIE ITAPOJIH;

7. Jlaxxe BO BpeMs WIPbl HE CTOMT OTKJIKOYaTh aHTUBUpYyC. Iloka TbI
UI'paellb, TBOM KOMIIBIOTEP MOTYT 3apPa3UTh.

QUIIMHT WM Kpa)ka JUYHBIX JaHHBIX

OOBbIYHON Kpaskel JEeHEr U JOKYMEHTOB CETOJIHS YK€ HUKOIO HE yJIUBHUIIb,
HO C DPa3BUTHEM HHTEPHET-TEXHOJOTUM 3J0YMBIIUICHHUKH IIEPEMECTUIINCE B
WHTEPHET, U MPOJIOJKAIOT 3aHUMATHCA «TFOOMMBIMY JETOM.

Tax mosiBUIach HOBasl yrpo3a: MHTEPHET-MOUICHHMYECTBA WM (DUIIHHT,
TJIaBHAs 1e7b KOTOPOTO COCTOMT B TOJYYEHUH KOH(PHUACHLIUAIBHBIX JTaHHBIX
MOJIb30BaTENeH - IOTUHOB W mapoieil. Ha anrmuiickom si3bike phishing unraercs
kak gumuHr (ot fishing - peiOHas n0Bms, password - mapoip).

OcHOBHBIE COBETHI IO 00PHOE € (PUILTMHTOM:

1. Cnenu 3a cBoMM akkayHTOM. Eciii Thl MOJ03peBaciib, 4YTO TBOSI AaHKETA
Obula  B3JIOMaHa, TO HeoOXoauMo  3a0JOKMpOBaTh €€ U COOOLIUTH
aJIMUHHCTPATOpaM pecypca 00 3TOM Kak MOKHO CKODEE;

2. Vcnionb3yii Oe3omnacHble BeO-CaliThl, B TOM YHCIIE, UHTEPHET-Mara3uHoB U
IIOMCKOBBIX CUCTEM;

3. Ucnonp3yil cioxHbBIE W pa3Hble napoiu. Takum oOpaszom, eciu TeOs
B3JIOMAlOT, TO 3JIOYMBIIUIEHHUKHA IOJIy4aT JOCTYIl TOJBKO K OJHOMY TBOEMY
npouUIII0 B CETH, a HE KO BCEM;

4. Ecnu T1e0s B3JOMalid, TO HEOOXOAMMO NPEIyNpeIuTbh BCEX CBOMX
3HAKOMBIX, KOTOpbIE J100aBIE€HbI y T€OA B JIPY3bsAX, O TOM, UTO T€OS B3JIOMAJH H,
BO3MOYKHO, OT TBOETO MMEHH OYJET pacchlIaThCs ClIaM M CChUIKHA Ha (PUITMHTOBBIE
CaMThI;

5. YcranoBu HaaexHbli naposas (PIN) Ha MOOMIIBHBIN Tene(OH;

6. OTKIIIOUM cCOXpaHeHue mapoJsi B Opaysepe;

7. He oTkpwiBail (aiiiibl U JIpyrue BIOKEHHUS B MUCHhMaX, JaKe €CJIIM OHH
OPUILUIM OT TBOUX Jpy3ell. Jlyuine yTouHM y HUX, OTIPaBISUIM JU OHU TeOEe ITH
Gbaib.

[udposas penyranus

[u¢posas penyrtanus - 3TO HEraTUBHAs WM NO3UTHBHas MHQOpMAIUS B
cetu o tebe. Kommpomerupyromass uHbopMmanusi, pa3MelieHHas B WHTEPHETE,
MOET CEPbhE3HBIM 00pa30M OTPa3UThCSA HA TBOEH peanbHOU ku3HU. «{udposas
penyTamusy - 3T0 TBOM UMUK, KOTOPBIA (GopMHUpyeTCs U3 UHPOpMaLUuU O Tede B
UHTEpHETE.

TBoe MecTo KUTENbCTBA, Yy4eObl, TBOE (PUHAHCOBOE MOJOXKEHHUE,
O0COOEHHOCTH XapaKTepa 1 paccKas3bl O OJM3KUX - BCE 3TO HAKAIJIMBAETCS B CETH.

MHorue noApOCTKU JETKOMBICIEHHO OTHOCSTCS K MyOJUKALMU JTUYHOU
uHdopmaruu B MHTEpHETE, HE MOHMMAsT BO3MOXKHBIX TMOCHenCcTBUM. Thl maxe He
CMOXKeIIb IoTrafaThcsi O TOM, 4To ¢ororpadusi, pa3MelleHHas 5 JeT Ha3al, cTaja
MPUYUHON OTKAa3a MPUHATH T€Os HA padoTy.

KommenTapuu, pazmenienue TBoux ¢oTtorpaduii u Ipyrue IeUCTBUS MOTYT
HE MCYE3HYTh JaXe I0CJE€ TOro, Kak Thl MX yJajdullb. bl HE 3HACWIb, KTO
COXpaHWJ ATy HH(OpMalMIO, ToNajga JU OHAa B IIOMCKOBBIE CHUCTEMBI H



COXpaHWJach JU OHA, a TJIABHOE: YTO MOIyMaroT O TeOe OKpY’Kalolue JIO/IH,
KOTOpBIE HaWAYT U yBUAAT 3T0. Haiitu nHopmanno MHOIO JIET CIIyCTSI CMOKET
JTr000H - KaKk U3 100pbIX NOOYKIEHUH, TaK U C HAMEPEHUEM IIPUYUHUTE Bpea. DTO
MOJKET OBITh KTO YTOAHO.

OCHOBHBIE COBETHI 110 3aIIMUTE HU(PPOBOM pEyTALNU:

1. Ilonymaii, mpexJie 4em 4To-TO IMyOJMKOBATh U NepeaBaTh y ceds B Oyore
WIM B COLMAIIBHOM CETH;

2. B nHactpoiikax mpoduis yCTaHOBH OTpaHHUYEHUS Ha MPOCMOTP TBOETO
npouIs ¥ €ro COAEP>KUMOTO0, CIETIail €ro TOIBKO «JIJIsS IpY3eiDy;

3. He pa3memiaii 1 He yka3piBail MH(OpMALMIO, KOTOPAasi MOKET KOro-J1u0o
OCKOPOJISATH WA OOMKATh.

ABTOpCKOE MPaBo

CoBpeMEHHbIE IIKOJBbHUKH - AaKTUBHBIE [OJB30BATENM  LU(PPOBOroO
npoctpancTBa. OOHAKO JaleKo HE BCE 3HAIOT, 4YTO II0Jb30BAHWE MHOTMMU
BO3MOXKHOCTSIMH ~ IIMPpoBOro  mupa TpeOyer  coOMoOAeHHs MpaB  Ha
MHTEIJIEKTYaJIbHYI0 COOCTBEHHOCTb.

TepMuH «uHTENIEKTyadbHasi COOCTBEHHOCTbY» OTHOCHUTCS K Ppa3IU4YHBIM
TBOPEHHUSIM YEJOBEUECKOrO0 yMa, HayMHas C HOBBIX HM300pPETEHUH M 3HAKOB,
0003HAYAIOIIUX COOCTBEHHOCTh Ha MPOJYKTHl U YCIYT'H, U 3aKaHUMBas KHUTaMH,
¢dororpadusiMu, KHHOPUIBMaMU U MY3bIKaJIbHBIMU [TPOU3BEICHUSIMHU.

ABTOpCKHE MpaBa - 3TO MpaBa HA MHTEIUVIEKTYyaJIbHYI0O COOCTBEHHOCTb Ha
IIPOU3BEJCHUS HAYKH, JIUTEPATYypbl U UCKYCCTBA. ABTOPCKME NPaBa BHICTYIAIOT B
KaueCTBE TapaHTHH TOTO, YTO HMHTEIIEKTYyaJbHBIM/TBOPUECKUN TPYJ aBTOpa HE
OyZeT HampacHbIM, JAacT €My CIpaBEeMJIMBbIE BO3MOXHOCTH 3apaboTaTh Ha
pe3ynbTarax CBOETro TPyHAa, MOJYyYUTh W3BECTHOCTh M mpu3HaHue. Hukrto 06e3
paspelieHusi aBTOopa HE  MOXKET BOCHPOM3BOJIUTH €ro  MPOU3BENCHHUE,
pacnpocTpaHsiTh, MyOJUYHO JEMOHCTPUPOBATh, MpPOJaBaTh, HUMIIOPTUPOBATD,
nycKaTb B IPOKAaT, MyOJIMYHO HCIOJHSTH, MMOKa3bIBaTh/UCHONHATE B 3(upe mim
pasMmewars B IHTEpHETE.

Hcnonb30BaHne «IUPATCKOTO»  MPOTPAMMHOIO  OOECIEUEHHUS] MOXKET
IPUBECTH K MHOTMM pHUCKaM: OT IOTEpH JaHHBIX K TBOMM AakKKayHTaMm [0
OJIOKUPOBKHM TBOETO YCTPOICTBa, I/le YCTAaHOBIIEHA HeJerajabHas nporpamma. He
CTOUT TaKXke 3a0bIBaTh, YTO CYILIECTBYIOT JIeTaJlbHble U OECIUIaTHBIE MPOTPAMMBI,
KOTOPbIE MOKHO HATH B CETH.

O noprane

CereBU4OK.p( - TBOM IIABHBIM COBETYHK B CETU. 3JIE€Ch Thl MOXEIIb Y3HAThH
0 0€30MaCHOCTH B CETH MOHATHBIM U JIOCTYNHBIM A3BIKOM, a TP BO3HUKHOBEHHUH
KPUTUYECKOM CHUTyallud OOpaTUTHCS 3a COBETOM. A TakKe MPUHATH ydyacThe B
KOHKYpCaXx U CTaTh CaMbIM IIU(POBBIM IpaskIaHUHOM !



